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1.
Adli Bilisim

1.1 Temel Tanimlar

1.2 Adli Bilisim Uygulama Alanlari




1.1 Temel Tanimlar

Adli Biligim

Adli bilisim, elektronik ortamlardan elde edilen bulgularin, ¢esitli teknik
donanim ve yazilimlar kullanilarak denetim, sorusturma, inceleme veya
dava sureclerinde kullanilabilecek delillere donutsturulme bilimidir.

Delil
Bir seyin dogrulugu, gercekligi konusunda kanaat verici belge, iz veya
argumandir.

Elektronik Ortam
Bilginin dijital olarak iletilebildigi veya depolanabildigi yontem ve
aygitlara verilen isim.
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1.2 Adli Bilisim Uygulama Alanlari

Adli Bilisim Uygulama Alanlari (Finansal)

- Suistimal 6nleme, tespit ve inceleme g¢alismalari

- Sorusturmalar (Yasal / Sirket ici)

- Finansal denetimler

- ¢ Denetim Calismalari

- ¢ Kontrol Calismalari

- Kontrol testleri

- Kara para Aklamanin Onlenmesi ve Tespiti
- Yasal mevzuata uyum galigmalari

- So6zlesme maddelerine uyum kontrolleri

- Ticari anlasmazliklarin incelenmesi ve analizi
- Performans olgcimleri

- Veri kalitesinin kontrolu

- Fikri haklar ile ilgili uyusmazliklar (internet)
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2.
AdIi Bilisimin Temel
Bolumleri

2.1 Veri Analizi
2.2 Veri Kurtarma

2.3 Elektronik Kanit Yonetimi




2.1 Veri Analizi

Potansiyel Suistimal Risklerinin Analizi (Ktrace)

- 106 farkh risk senaryosu

- Risk rating

- Kisith denetim kaynaklarinin riskli alanlara yonlendiriimesi

- Uluslararasi standartlara uygun denetim faaliyetlerinin gerceklestiriimesi
(SEC vb.)

- Denetim caligmasinin kayitlarin %100’UG Uzerinde gerceklestirilebilmesi

- Kontrol eksikliklerinin ve zayifliklarinin tespit edilebilmesi

- [stenilen formatta raporlarin ¢ikti olarak alinabilmesi

- Zaman tasarrufu saglanmasi

- Denetim maliyetlerinin dugurulmesi
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2.1 Veri Analizi

B¥ K-Trace
Eile Tools Help

Analysis

Question 1 of approxmately 67

Prelirinary Fepart
Scoping Questions
Routines

Report ) ) . ) i )
Would it be unexpected if ajournal line has an account number thatis notin the

current charnt of accounts? -

Kriter

0 1 9w E

E=port

ONo ©Yes Weight v 3 -

Agirlik

Modules

Data Acquisition

Analysis

Administration

8 Gary whiteley [] Gw_woRKSTATION,1113 (]  GW - Dema JE Data_20070315091100
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2.1 Veri Analizi

#¥ K-Trace

Eile Tools

Help

Analysis

Prelirinary Fepart

,?) Scoping Questions

l@ Routines

Repart
(4 Expon Enter list of additional keywords:

Question 20 of approxamately b7

‘=

Kephwford
hush
hide

contingent

| =
Modules

Data Acquisition

Analysis

Administration

® Previous Mext

8 Gary whiteley [] Gw_woRKSTATION,1113 (]  GW - Dema JE Data_20070315091100
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2.1 Veri Analizi

B¥ K-Trace
Eile Tools Help

Analysis

Question 30 of approxamately b7

Prelirinary Fepart
Scoping Questions
Routines

Report
" How many zero digits needto occurto be considered arounded dollar entry?

Export E)(al'l'lple - $10,000 =4 digils

0 1 9w E

Kaydin yuvarlanmis bir kayit olduguna karar verilmesi icin kag
basamagin sifir ile bitmesi gerekir?

+ 4mmmm_Fsik Deger

| =
Modules

Data Acquisition

Analysis

Administration

2 Previous Mext

8 Gary whiteley [] Gw_woRKSTATION,1113 (]  GW - Dema JE Data_20070315091100
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2.1 Veri Analizi

Finansal Sektorden Bir Ornek

Kullanilan veriler
- 4 farkli veri seti:

Muhasebe fisleri — Hesap plani — insan kaynaklari — Kullanici listesi
-10 milyon satir muhasebe fisleri verisi

- 100 sutun muhasebe figleri verisi

Bankanin izmir subesinde gérev yapan A musteri temsilcisinin isten ayrilmadan 2 giin nce
kendi yetkisi Uzerinde olan 350.000 TL'lik bir 6deme islemi gercgeklestirdigi ve bu iglem igin
ilgili ana bankacilik modulinde ek bir onaylama yapiimadigi tespit edildi. Ayrica islem
detaylari olarak iglem tarihi, igslem saati, para cinsi, islem tutari, iglemi gergeklestiren musteri
temsilcisinin adi ve ilgili musterinin adi ortaya cikarildi.
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2.2 Veri Kurtarma

eI

Eile Edit Yiew Tools Help
3New | Open lgl Save < Print ‘e Add Device ‘A Search [ Refresh

5 Casesl X 1 E Table Report Gallery \f) Timeline Q Disk “i% Code
(= - =T . In File File File . . Is Last a
I3 Home Entries| Bookmarks Search Hits =5-4 » _.l
J 5.':' Dj \)\ " 43 ‘ MName Filter Report | iExt | Tipe: i Categnn: l Signature l Description Deleted | e
File Exten ermissions [T1Referenid P || (] 22195 | [§] PE0DD49_WHMF WMF  Windows Metafile Picture File, Archive 05/03/11 11:14:4
Entries Al 22196 | [ PE0S049_whF WMF  Windows Metafile Picture File, Archive 05/03/11 12:20:0
-] Q Disk Image ] 22197 | 3] NAD1149_ WMF WMF  Windows Metafile Picture File, Archive 05/03/11 11:14:3
é*.D"g'fc (] 22198 | |-8] DD00449_ WMF WMF  Windows Metafile Picture File, Archive 05/03/11 12:20:0
B $extend |00 22199 | (3] nAD1849_wWME WMF  Windows Metafle  Picture File, Archive 05/03/11 11:14:3
@) 6075f448460634672a e = > = z
| &) Authlog 22200 Lﬂ SO00159_ WHMF WMF  Windows Metafile Picture File, Archive 05/03/11 11:14:4
-8 Documents and Settings (] 22201 | |-8] FDOD459_. WHMF WMF  Windows Metafile Picture File, Archive 05/03/11 11:14:1
S-®IED Administrator [ 22202 | 3] PE03459_WHMF WMF  Windows Metafile Picture File, Archive 05/03/11 11:14:4_4
=@ All Users (] 22203 | |.&] PED0SSI_ WHMF WHMF  Windows Metafile Picture File, Archive 05/03/11 11:14:4
i Application Data (] 22204 Lﬂ AND2559_. WMF WMF  Windows Metafile Picture File, Archive 05/03/11 11:14:0
5-®(]() Adobe ] 22205 | |.8] FDD1659_.WHMF WMF  Windows Metafile Picture File, Archive 05/03/11 11:14:1
(115 CanonBl [ 22206 | [&] HHO1759_ WMF WMF  Windows Metafile Picture File, Archive 05/03/11 11:14:1
(112 Downloaded Installations ] 22207 | |22 NAD1069_WHF WMF  Windows Metafile  Picture File, Archive 05/03{11 11:14:3
(B8 ) G°°?Ie |3 22208 | [ pDO1169_WHF WME  Windows Metafile  Picture File, Archive 05/03/11 11:14:1
i) McAfee
E EJ EA— [ 22209 | [ 5] PE02169_WHMF WMF  Windows Metafile Picture File, Archive 05/03/11 11:14:4
B HackerWwatch [ 22210 Lﬂ BLOOZ69_.\WMF WMF  Windows Metafile Picture File, archive 05/03/11 11:14:0
5 &) MCLOGS [ 22211 | |-8] 5002269_.WHMF WMF  Windows Metafile Picture File, Archive 05/03/11 11:14:4
IA.D ) MA | 22212 | [] AND4269_ . WMF WHMF  Windows Metafile Picture File, Archive 0S/03/11 11:14:0
- ®IE MM [ 22213 | |-&] FDOD369_. WHMF WMF  Windows Metafile Picture File, Archive 05/03/11 11:
®[1C) MPF [ 22214 PE02369_. WMF TR naons et Fittre N, ArCve LT
i s
I MPS [ 22215 | |8 ANO4369_ WHMF WMF  Windows Metafile Picture File, Archive 05/03/11 11:
B0 MsC ] 22216 | ] S001569_ WHMF WMF  Windows Metafile  Picture File, archive 05/03{11 11:
0o z’tSKAd ) [ 22217 | |-8] HHO0663_ WHF WMF  Windows Metafile Picture File, Archive 05/03{11 11:
i g v‘ = Swsw [ 22218 | |-3] PEDS869_.WMF WMF  Windows Metafile Picture File, Archive 05/03/11 11:
irusscan
CIE) Data ] 22219 | |3 DDO1179_.WHMF WMF  windows Metafile Picture File, Archive 05/03/11 11:
D =) Logs | 22220 Lﬂ S000479_. WHMF WMF  Windows Metafile Picture File, Archive 05/03/11 11:
[J1C) Quarantine [ 22221 | |-8] FDOO779_.WHMF WMF  Windows Metafile Picture File, Archive 05/03{11 11:
L e winCare [ 22222 | |-8] 5000289 _. WHMF WMF  Windows Metafile Picture File, Archive 05/03/11 11:
5-®[ () Microsoft [ 22223 | |3 NADD3BI_. WMF WMF  Windows Metafile Picture File, Archive 05/03{11 11:
- 'Di Microsoft Help, |8 NAD2389_ WMF WMF  Windows Metafile Picture File, Archive 0S/03/11 11:
£-@[ ] SBSI 5 | L2 PFNN4Ra . WWF WMFE  Windnws Metafile Pirtire Fil. Arrhive NSINA{11 112

42 EnScnpt] 2 Hits ? Filters (£ Conditions % Displa< »

-~ érv{g EnScript
‘—@ Examples
? () Forensic
J Include
() Main
—\#% Source Processor
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2.2 Veri Kurtarma
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2.2 Veri Kurtarma

EnCase Forensic —— =181 x]

File Edit View Tools Help
wJNew |7 Open gl Save < Print e Add Device ~)\,Search . Refresh 2 Quer:

eport -3 Gallery ;E)Timeline gDisk ¥ Code <

|.J Casesl
Y Home P2 Erie) L] Bookmarke Q. search Hi ? In | Fie File l File \ : | . | Is ‘ Last | File [ Last
J FE I m \l‘ — ! Blame 1 Filer ‘R_eport Ext Type Category Snabiredbesriation Deleted Accessed Created Written
lrE' Home! ofeFile Extents @ Permissions CORE4 P || 1 | ] Outlook.pst MS Outlook | pst  Outlook Personal ... Mail File, Archive 05/06/11 03:55:48 11/25/10 12:06:22 05/06/11 03:55:48
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>
¢ [2] Text [@Hex| | Do % Transcript [ picture Report [ Console @ Details (¥ output [ Lock [J Codepage [ 0/33896 /"‘rj EnScript 4 Hits T Filters I <= N

000000F8] 42 44 4E CE 66 AB AF 53 4D 17 00 13 00 Ol 01 00 00 00 00 00 00 00 00 04 00 00 00 Ol 00 00 00 @05 Files Groups
00003234 0z 00 00 00 00 00 00 5C Ol 00 00 00 04 00 00 00 04 00 00 10 04 00 00 Ol 40 00 00 Ol 00 0L 0O File Details
0000640E 04 00 00 O1 40 00 00 01 40 00 00 03 S0 00 00 00 04 00 00 00 04 00 00 0O 04 00 00 00 04 00 0O

00003610 04 00 00 10 04 00 00 10 04 00 00 Ol 40 00 00 00 04 00 00 00 04 00 00 00 04 00 00 00 04 00 OO (23 Printer Spool Files
00012800 04 00 00 00 04 00 00 00 04 00 00 00 04 00 00 00 04 00 00 00 O4 00 00 00 04 00 00 00 04 00 0O =) Microsoft Office

00016000 04 00 00 00 04 00 OO0 OD 04 00 00 0O 00 00 QOO OO OO0 OO0 OO0 OO OO 00 OO OO 24 04 OO0 OO0 0O 0O OO M5 Word
00018200 44 00 00 00 00 00 00 80 €0 03 00 00 00 00 Q00 0O 26 00 00 00 OO0 0O 00 36 0Z 00 OO0 OO OO OO OO s
00022400 20 00 00 00 0O 00 0O 33 02 00 00 00 0O OO0 QO OO0 62 0O OO0 0O 0O 00 0O Ol 00 00 OO0 00 00 00 00 I Poverpoint
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2.3 Elektronik Kanit Yonetimi

Elektronik Kanit Yonetimi Sureci

isleme +—

Tespit Analiz + Raporlama
Toplama V4

Muhafaza V4

Kontrol +

~80+% secilme slireci sonucu
Asil incelenmesi

100 GB Veri Uzerinde | :
Galigiimak Uzere zzzzzzzzzzz;z;:ZmEs I et
Hazirlanityor > 20GB "a dusuyor

« Tarih ve dosya tipine gore filtreleme

« Mukerrer kayitlarin tespiti

* Arama yapilacak baslik, konu ve isme gore filtreleme

+ interaktif analiz ydntemleri
+ Ustiin arama teknikleri
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2.3 Elektronik Kanit Yonetimi

/2 Clearwell | SEC ¥ Tamas Corp = Sources - Windows Internet Explorer - =1
@\’—-: - E http:,l’,flocalhost,l’esa,l’navnction.do?sectionName:admin2&pa=caseSources&.FromViewCaseStatus:true&CWFp:-16186625955638495?9&etslj *2|| X | |8 Live search 2|~
f\Z Favorites M Clearwell | SEC v Tamas Corp > Sources | |

™ Clearwell

[User: clearwell * | Case: SEC v Tamas Corp w || Pickup | Help & | Logout

Case Management

4
Manage Sources Processing Options Images
< . . .
AI'IEllyBIs: Summary - View as: Chart - Data Axis: [ Case Size - J l Export | v]
Case Folders
all | none | by Custodian... +64.6 MB -654.1 MB
@ ¥ Corporate Execs all | none | only 20 0GB Zé‘Dngﬂ (+57 055 items) (-462 items)
i 3 iles
# ¥ Regional WPs all | none | only ( )
# ¥ Sales Managers all | none | only
189 GB
1.7 GB
15GE 0.0 KB -520.1 MB
(-0 items) (-25,632 items)
132GEB
3 selected (3 sources / 0 subsources) 11GB
Remove Overrides from Selected Items I 4
-312.2 MB
Processing Options for Selected 954 MB (-13,302 items)
Items
= Date =
763 MB
IDates On or Before VI E11.1 ME

- [osrtirz007 7] - (22,445 items)

o Size

I All Sizes B! I
381 MB

= Document Type

all | none
[l gt st s e 4 191 MB
4 | >
Load Options from Selected Items I 0 KE
Set to Most Inclusive Options I
- - Source Change Due to Excluded Preprocessing Already Excluded by To Process
Preview in Chart Apply I Files Extraction Known Files Errars Processed Processing Options

©2004-2010, Clearwell Systemns, Inc. All Rights Reserved. Feedback | Support | Documentation v6.0.7.0 x86
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2.3 Elektronik Kanit Yonetimi

Select Variations ¥
Select variations for:  fals* ¥ | Show: Al hd
[] wariation Matching Emails Matching Unigue Files ﬂ
[] falsestart 274 4
[[] falzetto 74 5
[ falsie 0 5
[] falsification 1 =1
[C] falsifications 15 4
falsified 63 a
falsify 27 0
falsifying 29 8
[ falsity 148 5
[ falzom 43 2
] falstaff 70 2
[] falstore 25 4 =

Displaying 10 - 21 of 21
Ok | | Copy Shown Variations | | Cancel

'in tescilli ticari 8
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