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while this is still a dream for some companies 
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it is actually closer that some people think 

touch tap cash 

Cardless cash with  

existing mobile apps. 
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MyATM - Fast and EasǇ… 

Functionally  

enriched interface 

Usability  

enriched interface 

MyATM 
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in an attempt to connect, banks and retailers have deployed the 

google / apple strategy 
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this is happening everyday somewhere  

Target 
 

$162 million – 70M cards exposed 

Home Depot 
 

Cost $62M -  56M cards exposed  

Hilton Hotels 
 

Hilton identified and taken action to 

eradicate unauthorized malware 

that targeted payment card 

information in some point-of-sale 

systems. 

Trump Hotels 
 

Memory-scraping malware 

Punkey infect POS systems. 

Infection latest for more than a 

year. 
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this is happening every day somewhere  

Mexico 
 

Proofpoint research discovered 

yet another variant of ATM 

malware dubbed 

GreenDispenser. 

Canada 
 

variant of the kŶowŶ ͞TyupkiŶ͟ 
attacks CaŶadiaŶ ATM’s, 

England 
 

Hackers 'ordered ATM to 

dispense UK₤ϭϬ of ŵillioŶs 
from UK baŶks’ 

Malaysia 
 

Hackers steal approx. US$1.2 

million from ATMs belonging 

to 4 different banks  

http://www.btyd.org.tr/
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VII.BİLGİ TEKNOLOJİLERİ YÖNETİŞİM VE DENETİM KONFERANSI 

3-4 MART 2016, İSTANBUL 

http://www.btyd.org.tr/
http://www.isaca-istanbul.org/


VII.BİLGİ TEKNOLOJİLERİ YÖNETİŞİM VE DENETİM KONFERANSI 

3-4 MART 2016, İSTANBUL 

   lines of computer code to empty an ATM of     

   its cash 

• Information available in the ͞darknet .͟ 
• Or why not buy the book @amazon.com  

• It takes 90 80 70 60 50 40 35 30 25 20 19 18 17 16 

these attacks have been made possible due to the emergence of the 

Internet, the Darknet etc. Knowledge has become freely available. 
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open (commoditize) driven environment which also enable criminals to 

commoditize their malware  
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what the security industry has identified over he years 
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from being a Closed (proprietary)  based to a Open (commoditized) 

driven environment 
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the commoditization of the banking / retail env. is supporting the 

criminals in the goal of achieving a greater Return of Investment 
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can you recognise the GOOD and BAD apple ? 
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can you recognise the GOOD and BAD apple ? 

Rogue bank software developers create 

aŶd iŶstall ŵalǁare iŶside eŵploǇee’s 
ATM (http://www.wired.com/2010/04/malware-targeted-100-atms/) 

 

Framework POS derived from the McAfee 

antivirus agent it impersonates 

The old adage ͞never judge a book by its cover .͟ 
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1011 

Internal  

communication  

connectivity – 

processing 

Boundary Protection 

$

External  

communication –  

connectivity 

0110101100100100001 

External  

communication connectivity 
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Customer 

Terminals 

Boundary 
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some elements within the payment chain which must be protected 
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Administration, Management and Monitoring  

• Secure communication 

• Msg. authentication 

• Boundary protection 

(intranet / extranet / 

internet ) 

• Traffic Monitoring 

• Secure communication 

• Msg. authentication 

• Transaction processing 

• Transaction verification 

• Transaction authorization 

• Boundary protection 

(intranet / extranet / 

internet ) 

• Traffic Monitoring 

• Hardware protection 

• Customer Data protection 

• Manipulations protection 

• Access Management 

• Software Management 

• Management / Monitoring  

some elements within the payment chain which must be protected 

1011 

Internal  

communication  

connectivity – 

processing 

Boundary Protection 

$

External  

communication –  

connectivity 

0110101100100100001 

External  

communication connectivity 

00010 

Customer 

Terminals 

Boundary 

Protection 

0011 
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in form of a general company presentation by introducing the Onion 

model 
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traditional protection is lacking  

Company: ABC Securities 

• When somebody (or 

something e.g. software 

component) is contained 

within a Blacklist they 

will be recognised 

blocked.  

 

• However the electronic 

fingerprint of the 

malware has to 

recognised and a Blacklist 

entry created. 
 

Blacklisting 

http://www.btyd.org.tr/
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Company: ABC Securities 

• Access is given based on 

the person having a valid 

ID card (valid entry on the 

Whitelist). 

 

• Unfortunately once they 

have an entry they have 

unlimited access. 

 

• Detection of rogue 

software / behaviour, due 

to their TRUESTED status 

is near too impossible.  

Whitelisting 

traditional protection is lacking  

http://www.btyd.org.tr/
http://www.isaca-istanbul.org/
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evolving security based on lessons learned with neural – fuzzy logic 

based solutions 

Company: ABC Securities 

• Security based on TRUST 

 

• TRUST is allocated on 

individual requirements 

and constantly monitored 

 

• All inclusive, 

incorporating the various 

software layers, device 

usage, software dist. – 

inst. and system servicing 

 

• Real-time identification of 

anomalies 
 

 

Behaviour based 
Access Code 

http://www.btyd.org.tr/
http://www.isaca-istanbul.org/
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Standard Sandbox 

Application 

Sandbox(es) 

Intrusion Protection 

Filter 

ApplicatioŶ / “erǀice …. 

Custom Sandbox(es) 

Wincor Niǆdorf’s Zero Trust concept 

http://www.btyd.org.tr/
http://www.isaca-istanbul.org/
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WiŶcor Niǆdorf’s Zero Trust concept 

• Zero Trust concept where there is no default trust for anything — incl. users, devices, 

applications, communication both internal and external etc….. 
 

• establishes Zero Trust boundaries whereby everything is compartmentalize, isolated 

froŵ it’s surrouŶdiŶgs. 

 

• a Zero Trust concept protects critical intellectual property from unauthorized 

applications and malware, Reducing the Exposure of vulnerable systems, Mitigating Risk 

and preventing lateral movement of malware throughout your network. 

 

 

evolving security based on lessons learned with neural – fuzzy logic 

based solutions 

http://www.btyd.org.tr/
http://www.isaca-istanbul.org/
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**Hard Disk Encryption             
Delivering protection to all contents on the Self-Service 

Terminals hard disk from booting via unauthorized 

mediums (CDROM, USB Sticks etc.) and access to if 

removed from original self-service terminal environment. 

Terminal Security consists of 3 

components each delivering 

protection against inherent system 

exploits and vulnerabilities and the 

various forms of malware attacks 

Access Protection 
Delivering Self-Service Security 

Governance and Hardening to the 

Microsoft Operating Systems based 

on Security, Industry and self-service 

best practice e.g. PCI, *SANS, *NIST, 

*FFIEC, ATMIA. 

WiŶcor Niǆdorf’s Zero Trust concept for retail and banking terminals 

Intrusion Protection  
Delivering protection against all 

forms of malware, unauthorized 

usages of and access to system 

resources e.g. software services, 

memory, registry, file system, 

communication, devices etc.    

http://www.btyd.org.tr/
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Thank you for paying attention. 

Terence Devereux 

Senior Trusted Advisor, Wincor Nixdorf International 
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