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while this is still a dream for some companies
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it is actually closer that some people think

Cardless cash with
K existing mobile apps.
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MyATM - Fast and Easy...

MyATM
Usability

Functionally enriched interface .

1:57 pm
Monday, 9/14/2015

enriched interface

Select transaction
Please choose your desired transaction.
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BALANCE INQUIRY
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in an attempt to connect, banks and retailers have deployed the
google / apple strategy
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this is happening everyday somewhere

o e

Target

$162 million — 70M cards exposed

o )l’l
v " il

t targeted payment card
ation in some point-of-sale
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this is happening every day somewhere

Canada

variant of the known “Tyupkin”
‘attacks Canadian ATM'’s,
= ,
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\ : F EVERYTHING IS UNDER CONTROL
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these attacks have been made possible due to the emergence of the
Internet, the Darknet etc. Knowledge has become freely available.

I format_ldn available in the “darknet”.
 Or why ot buy the book @amazon.com
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open (commoditize) driven environment which also enable criminals to
commoditize their malware

Europol Unclassified - Basic Protection Level (BFPL)

EUROPEAN CYBERCRIME CENTRE

EC

= EUR PO

The Hague, September 2015

Intelligence Notification 20 -2015

_ CYBER BITS )
7 _ Series: Trend .

New ATMNM malware targeting credit card holders: SUCEFUL

What happened?

A new piece of ATM malware has been detected [1] named as Backdoor. ATM.Suceful (the name comes
from a typo made by the malware authors), which targets cardholders and is able to retain debit cards on
infected ATMs, disable alarms, or read the debit card tracks. Based on its timestam it was likely created

on August 25, 2015.

How does it work?

Similar to Ploutus [2] and PadPin[3], SUCEFUL interacts with a middleware called XFS Manager, which is
part of the WOsSA/XF5[4] Standard that major vendors comply with. The XFS Manager is the interface be-
tween the application (malware in this case) and the peripheral devices (e.g. dispenser, card reader and
pin pad).

Once a session has been opened, the malware will request specific operations to the peripheral devices 1
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what the security industry has identified over he years

Analysis shows that the preferred attack of choice is Malware and Hacking with WINCOR This trend was restated in the 2014 report which also showed the shift and usage WINCOR
ATM's and PoS (Point of Sales) being the preferred targeted assets NIXDORF  of Malware — Hacking is in comparison to physical e skmming, trapping, explosions etc. NIXDORF

Yerman 2014 DATABREACH
INVESTIGATIONS REPORT

Number of breaches per threat action category over time

2013 DATABREACH
INVESTIGATIONS REPORT ML

TE-AFFILIATED.

REGION OF OPERATION

COMMON ACTIONS

TARGETED ASSETS

DESIRED DATA

POUTI PHLITIE e

WINCOR WINCOR
From a timeline perspective, a clear shift to ATM malware began in 2006—2007 NIXDORF  The spread of the recent ATM malware NIXDORF
Principle development in Russia and
2013k | 2014 A
2010 / o= ol | o o 2015 ‘ 2017 Ukraine

2006 2009 2011 &=
eprogrammed 1 boaringaefiliind ol 0 After a given brooding time it
migrated across the Atlantic ocean to
Latin America

! (/[ [ [/ | | [ |
2008 (2009 “== |2010 2013 "« 2013 VISA .2014§El_ ‘1 2016
i o .2 National Seririty Born ko " ¥ J:W‘h. Ind acing

4

This and other strains of malware has
been observed in various other
countries e.g. Argentina, Colombia,
Venezuela, Peru, China, UK, France,
Russia, Ukraine, USA, China,
Germany, Malaysia, Jordan, Canada
etc.

v had installed
a5t 18 ATMs a

F SOFTWAREC.V. | UTRECHT, THE NETHERLANDS 2015 | PROPERTY OF WINCOR NIXDORE — NOT FOR PUSLIC DISTRIBLITION 10 SECURITY 2016 | WINCOR NIXDORF SOFTWARE C.V. | UTRECHT, THE NETHERLANDS 2015 | PROPERTY OF WINCOR NIXDORF ~ NOT FOR PUBLIC DISTRIBUTION n
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from being a Closed (proprietary) based to a Open (commoditized)
driven environment

s D LT

SECURITY 2016 | WINCOR NICDORF SOFTWARE CV. | UTRECHT, THE NETHERLANDS 2015 | PROPERTY OF WINCOR NIXDORF - NOT FOR PUBLIC DISTRIBUTION 4
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the commoditization of the banking / retail env. is supporting the
criminals in the goal of achieving a greater Return of Investment

Over *727
vulnerabilities
have been identified
in the Microsoft XP
operating system

Microsoft

**Up to now 481
vulnerabilities have
been found in the
Windows 7 operating
system

h‘ﬂ:p [ Forvrw cvedetails.com fvulnersbility-listfvendor_id-26/product_id- ?39)’M osoft-Windows-Xp_html
http:/ fwww_cvedetsils.com fvulnersbility-list/wand ol_ld -26/product_id-17153,/Microsoft-Windows-7_html
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can you recognise the GOOD and BAD apple ?
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can you recognise the GOOD and BAD apple ?

The old adage “never judge a book by its cover”.

Rogue bank software developers create
and install malware inside employee’s

AT M (http://www.wired.com/2010/04/malware-targeted-100-atms/)

) Framework POS derived from the McAfee
antivirus agent it impersonates
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some elements within the payment chain which must be protected

Customer External Boundary Protection Internal Boundary External
Terminals communication connectivity communication Protection communication —
connectivity — connectivity
p processing

- = I e

-

- s_ 7

VISA =
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some elements within the payment chain which must be protected

i i i
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Administration, Management and Monitoring
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in form of a general company presentation by introducing the Onion
model

1 Protection against manipulation of the ATM fascia
Via the Optical Security Guard and ASKIM Il Wincor Nixdorf delivers the capability to protect the ATM fascia
from manipulation from EPP overlay’s, external spy cameras, cash-trappers, card reader skimmers etc.
2 Pre ion against horized physical access
All Wincor Nixdorf terminals and dEvu:Es deliver protection against unauthorized access based on
industry best practices and if available national/international requirements via CRYPTA and security
key/lock system.

3 Devices protection

All devices used within Wincor Nixdorf self-service terminals have been certified to the highest of
industries standards e.g. EPP = PCI PST; Card Reader (contact & contactless) = EMVCO; Ink Staining =
Belgium, France, UK, Sweden; Encrypted Pin Pad visor = EPC - Visa/MasterCard etc.

4 Secure internal commun

ion between devices
All devices deemed to be catering/processing sensitive information e.g. EPP, card reader, dispenser
and PC module can be configured to communication in encrypted (closed) environment.

5 Safes and Safe Locks

All Wincor Nixdorf safe’s are certified against the highest international standard e.g. EN1143-1:2012 (ECB-
), providing different resistance levels e.g. CEN L, /11, IV, V' & VI including Explosive and Gas (EXG); Safe
Locks = EN1300 (Classification for high security locks according to their resistance to unauthaorized opening).

6 Cassettes
Wincor Nixdorf cassettes are designed and produced to the highest standards. All cassettes are able to
provide various il i cash and ink staining technology as standard for

both ATMs and Recyclers.

1 Protection against unauthorized booting & access to ATM hard-disk
Terminal Security Herd Disk Encryption

- Terminal Security Intrusion Protection

3 Secure commumication and transaction integrity
Al standard Wincor Nixdorf softwere portfolic slements

4 “Meed to know™ “Meed to have” Access control and OS5 hardening
Terminal Security Access Protection

5 File Integrity Management
Terminal Security Intrusion Protection

6 System Protection against all forms of unauthorized usage
Terminal Security Intrusion Protection

7 Branded and card holder data
Inherent to All standard Wincor Nixdorf softwere portfolio elements
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traditional protection is lacking

e Company: ABC Securities

2= o= - Blacklisting
= B When somebody (or
‘Bj d something e.g. software

component) is contained
within a Blacklist they

v b v will be recognised

blocked.
@ (@]
w w v  However the electronic

fingerprint of the

e o a malware has to
recognised and a Blacklist

- w v w

entry created.
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traditional protection is lacking

Company: ABC Securities
Whitelisting

e Access is given based on
the person having a valid
ID card (valid entry on the
Whitelist).

Site i

=)

e Unfortunately once they
[ @™ have an entry they have
@ w | » unlimited access.

Y P ! * Detection of rogue
software / behaviour, due
to their TRUESTED status
is near too impossible.
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evolving security based on lessons learned with neural — fuzzy logic
based solutions

Company: ABC Securities

e
o0

=]
o e TRUST is allocated on

o @ 7 individual requirements
and constantly monitored

Behaviour based

it i

=)

Security based on TRUST

e Allinclusive,
incorporating the various
! software layers, device
usage, software dist. —
w 0 »w inst. and system servicing

* Real-time identification of
anomalies
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Wincor Nixdorf’s Zero Trust concept

S/ Application / Service ....

/

," Intrusion Protection
/
' Filter

| N
— -

Standard Sandbox \/ CH

Application / W
Sandbox(es) T
Custom Sandbox(es)

—%Ac " VII.BILGI TEKNOLOJILERI YONETISIM VE DENETIM KONFERANSI

Bigi sistemlerinde giiven ve katma deger 3-4 MART 2016, ISTANBUL
Istanbul Chapter


http://www.btyd.org.tr/
http://www.isaca-istanbul.org/

evolving security based on lessons learned with neural — fuzzy logic
based solutions

Wincor Nixdorf’s Zero Trust concept

* Zero Trust concept where there is no default trust for anything — incl. users, devices,
applications, communication both internal and external etc.....

* establishes Zero Trust boundaries whereby everything is compartmentalize, isolated
from it’s surroundings.

e aZero Trust concept protects critical intellectual property from unauthorized
applications and malware, Reducing the Exposure of vulnerable systems, Mitigating Risk
and preventing lateral movement of malware throughout your network.
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Wincor Nixdorf’s Zero Trust concept for retail and banking terminals

Intrusion Protection
Delivering protection against all
forms of malware, unauthorized
usages of and access to system
resources e.g. software services,
memory, registry, file system,
communication, devices etc.
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Thank you for paying attention.
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Bilgi sistemlerinde glven ve katma deger
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